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Project Objectives:

Federated Learning (FL) is a privacy-preserving collaborative learning framework that 
allows participants to keep private data by aggregating only the model updates. In FL, 

clients together with their local models can access and impact the global model, which 
creates an attack surface for attackers making FL very vulnerable.

This study aims to explore the effectiveness of some attack and some defense 
methodologies that can be applied to FL. The attack methodology studied is the 

Distributed Backdoor Attack (DBA), while the defense methodology studied is the 
Poisoning Defense Generative Adversarial Networks (PDGAN).

High-level overview of PDGAN

Collaborative learning risks leaking user data FL guarantees privacy-preservation

High-level overview of DBA

Use of GAN, which is a state-of-the-art machine 

learning technique, to generate new and unseen 

data to audit model accuracies & detect adversaries.

Distributing compositions of the complex pixel 

pattern of a global trigger to multiple malicious 

participants as their local triggers. DBA enhances 

the impacts of backdoor attacks and outperforms 

the standard centralized backdoor attacks.
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