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A simple Prime and Probe attack lllustration

Project Objectives:

The project aims to develop cache attacks on the Intel® Core™ i7-7500U Processor
and the Raspberry Pi 3B+, ARM v8A Cortex-A53 Processor and show the
applicability to recover the first nibble of the 16-byte keys of a 128-bit Advanced
Encryption Standard implemented with T-Tables. The development of these cache
attacks in a realistic environment serves as a venue to further understand the
workings of each side-channel attack and the applicability of the attacks on these
platforms. The attack on the Intel CPU reflects an attack on a cloud computing
platform while an attack on the ARM CPU reflects an attack on mobile devices.
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